
I S A P H I A P R O D U C T  D A T A S H E E T

A T T A C K  S U R F A C E  M A N A G E M E N T

See what attackers see — before they do.
Isaphia ASM is a continuous attack-surface platform that discovers, monitors, and prioritizes every internet-
facing asset your organization owns — including the ones you forgot. Outside-in, no agents, no cloud
credentials required. Built for mid-market security teams, MSSPs, and consultants.

P L A T F O R M  C A P A B I L I T I E S

Asset Discovery
Apex, subdomains, IPs, ASN,
WHOIS lifecycle.

Vulnerability Scanning
CVE + EPSS + KEV + tech-
stack EOL.

Cloud Exposure
S3 / Azure Blob / GCS probed
outside-in.

Port & Service Scan
Open-port inventory with
banner grabbing.

SSL/TLS Monitoring
Cert expiry, weak ciphers,
hostname mismatch.

Dark-Web & Breaches
Multi-source breach corpus +
paste-site monitor.

Secret Detection
Secrets scan across HTML/JS/
configs/sourcemaps.

Brand Protection
Mobile apps + social media
impersonation.

Email Security
SPF, DMARC, DKIM, MTA-STS,
BIMI, DNSBL.

Email & Contact
Discovery
OSINT + cert SAN + page-
fetch.

Typosquat & Lookalikes
Scorer + parking-page
suppression.

Sensitive-Data
Exposure
Canadian PII + TBS + tenant-
custom patterns.

Screenshot Capture
Visual verification of every
host.

Web Crawler & JS
Analyzer
Deep-page discovery +
sourcemap inspection.

Notifications & Routing
Per-severity webhook routing,
multi-channel.

PCI DSS 11.3.2
Workflow
Scheduled external scans +
attestation evidence.

I N T E G R A T I O N S  &  E N T E R P R I S E  R E A D I N E S S

Integrations & Workflow Enterprise Readiness

D E P L O Y M E N T  M O D E L S

S e l f - S e r v i c e  S a a S

Run it yourself.
Full dashboard access. Configure scopes, launch scans,
review findings, export. RBAC + unlimited users. For in-
house teams.

M a n a g e d  S e r v i c e

We monitor for you.
Our analysts triage findings, escalate what matters.
Monthly executive briefings. Ideal for orgs without
dedicated AppSec.
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SIEM — Splunk HEC, Elastic, CEF (Chronicle/ArcSight)▪
Ticketing — Jira, ServiceNow, Zendesk▪
Notifications — Email, Slack, Teams, webhooks▪
SSO/OIDC — Google, Azure AD, Okta + WebAuthn +
TOTP

▪

REST API + per-org blocklist / EDL export▪
Append-only audit log with admin-readable API▪

Multi-tenant w/ hard per-org isolation at the query
layer

▪

Canadian data residency (Toronto); EU / US on request▪
VPC-private managed database, AES-256 at rest, TLS
1.3 in transit

▪

Non-root service posture, mode-600 secrets, dedicated
unprivileged user

▪

Managed cloud database 99.95% SLA + 99.99%
compute network SLA

▪

TLP v2.0 enforced across all exports▪

https://isaphia.com
https://isaphia.com

